i-SAFE Lessons
Classroom Materials for i-SAFE®© Certified Educators

Note: Numbers in parentheses correspond to topics addressed in lllinois Public Act 095-0869 Section 27-13.3 (c1 —c7)

1 - safe and responsible use of social networking, websites, chat rooms, electronic mail, bulletin boards, instant messaging, etc.
2 - Recognizing, avoiding and reporting online solicitations by sexual predators.

3 - Risks of transmitting personal information on the Internet.

4 - Recognizing and avoiding unsolicited or deceptive online communication.

5 - Recognizing and reporting online harassment and cyberbullying.

6 - Reporting illegal online activities and communications.

7 - Understanding copyright laws on written materials, photographs, music and video.

Grade Personal Safety Cyber Community Issues Predator Information Cyber Security Intellectual Property
K Learn About Online Personal The Cyber Community (1) Cyber Security: iBuddy Learns
Safety (1) About a New Kind of Virus (1)
1 Safety with Online Personal Our Cyberspace Community Cyber Security: Email Safety
Information (3) (1) Basics (1)
Using the AUP as an
Educational Tool (1)
2 Online Personal Safety (3) Cyber Citizenship (1) Cyber Security and Email (1)
Online Behavior with Using the AUP as an
Netiquette (1) Educational Tool (1)
3 Cyber Bullying — Grade 3 (5) Places in Cyberspace (1) Spam, Scams and Phishing (4, Intellectual Property Unit —
. .. . 6 Grade 3 (7
Safety for the Interactive Web | Cyber Citizenship and Safety ) rade 3(7)
(2) Online (1) Creativity in the Classroom:
Cyber Predator Awareness (3, | Using the AUP as an g(r)eat:ivehto(v;;mershlp and
4,5) Educational Tool (1) Pyre
iBuddy Vocabulary Game (1,
7)
Copyright is KEWL (7)
4 Cyber Bullying — Grade 4 (5) Cyber Citizenship and Safety Security: Malicious Code in E- | i-CReaTM — Elementary

Keeping it Personal (3)
Text Messaging Safety (1)

Cyber Predator Awareness

and the Grooming Process (2)

Online (1)

Netiquette in the Cyber
Community (1)

Using the AUP as an
Educational Tool (1)

Mail (1)

Spam, Scams and Phishing (4,
6)

Classroom Resource Guide for
Intellectual Property (7)

Intellectual Property Unit -
Grade 4 (7)

iBuddy Vocabulary Game (1,

7)




Grade

Personal Safety

Cyber Community Issues

Predator Information

Cyber Security

Intellectual Property

5 Cyber Bullying — Grade 5 (5) Cyber Community Citizenship | Cyber Predator Awareness (2) | Computer Security Basics (1) i-CReaTM — Elementary
Online Personal Safety — ~Grade 5 (1) Online Predators and the The Handshake Activity—How ICr:?Z;Z(ES;IRISrSc?Uer:te %u)lde for
Grade 5 (3) Inappropriate Websites (1, 2) Grooming Process (2, 3) Malicious Code Spreads (1) perty
. . . Intellectual Property Unit —
Play It Safe Online (1, 3) Safe Website Design (1, 3, 7) Grade 5 (7)
Weblogs: A Positive Approach | Using the AUP as an .
Intell I P B
to Blogging (1) Educational Tool (1) nteflectual Property Basics
. Creative Ownership and
Text M Safet
ext Messaging Safety Copyright (7)
Copyright Can Do (7)
6-8 Cyber Bullying — Grades 6, 7 Cyber Community Citizenship | Avoiding Online Predators (2) | Cyber Security (Grades 6, 7 i-CReaTM — Elementary

and 8 (5)

Cyber Harassment (Webcast
available) (5)

Choosing Safe Screen Names
and Passwords (1, 3)

Online Personal Safety —
Grade 6, 7 and 8 (3)

Online Shopping Risks (1, 3, 4,
6)

Play it Safe Online (3)

Integrated Online Safety and
Math Lesson (1, 3)

Weblogs: A Positive Approach
to Blogging (1, 3)

Social Networking in Online
Communities (1, 3)

Text Messaging Safety (1, 3, 5)
A Web 2.0 World (1, 3)
Your Digital Footprint (1, 3, 7)

Forming an Identity Online (1,
3)

—Grade 6,7 and 8

Legal Trends in Cyber Safety
and Security (3, 4, 6, 7)

Negative Networking: A Look
at Gangs Online (1, 3, 4)

Safety in Online Gaming (1, 3,
4, 6)

Safe Website Design (1, 3, 7)

Using the AUP as an
Educational Tool (1)

Strangers Online (1, 2)
The Grooming Process (1, 2, 3)

Examining Willing
Participation (Grades 7-12) (1,
2,3)

and 8) (1)
National Student Watch (1)

Risks of Spyware (Grades 7-8)
(4,6)

Virus Recognition and Action
(Grades 7-8) (4, 6)

Homeland Security (Grades 7-
12)(1,2,3,4,6)

Classroom Resource Guide for
Intellectual Property (7)

Intellectual Property Unit —
Grade 6 (7)




Grade

Personal Safety

Cyber Community Issues

Predator Information

Cyber Security

Intellectual Property

When Online Identity
Mistakes are Safety Risks (1, 2,
3,4)

From Identify Mistakes to
Security Risks (1, 2, 3, 4)

9-12

Internet and Cell Phone
Harassment (5)

Cyber Harassment (Webcast
available) (5)

Identity Theft (1, 2, 3, 4)
Online Privacy (1, 3)

Online Shopping Risks (1, 3, 4,
6)

Social Issues (Webcast
available) (1)

Privacy and the Internet
(Webcast available) (1, 3)

Online Social Networking: A
New Way to Socialize (1)

A Web 2.0 World (1, 3)
Your Digital Footprint (1, 3, 7)
Who RU Online? (1, 3)

Identity and Online Safety
Issues (1, 3)

Identify and Online Security
Risk Issues (1, 2, 3, 4)

Cyber Community Survey

Legal Trends in Cyber Safety
and Security (3, 4, 6, 7)

Online Freedoms and the
Culture of the Internet
Community (1, 2, 3,4,5,6,7)

Online Gambling (1, 6)

Emerging Leaders — Cyber
Citizens (1)

Negative Networking:
Terrorists, Gangs and Cults (1,
3,4,6)

Cyber Citizenship (Webcast
available) (1)

Pornography on the Web
(Webcast available) (1, 2,6)

Using the AUP as an
Educational Tool (1)

Examining Willing
Participation (Grades 7-12) (1,
2,3)

Online Relationships (1, 2, 3)

Cyber Relationships (Webcast
available) (1, 2)

Homeland Security (Grades 7-
12)(1,2,3,4,6)

Identity Theft (1, 2, 3, 4)
Malware Protection (4, 6)

Phishing and Pharming Scams
(3I 4[ 6)

Malicious Code (Webcast
available) (3, 4, 6)

Copyright and Fair Use

i-CReaTM — Elementary
Classroom Resource Guide for
Intellectual Property (7)

Music Rules: Learn before you
Burn (7)

Cyber Ethics and Peer to Peer
Networks (1, 7)

Intellectual Property
(Webcast available) (7)




